International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 2(1), 2016, 1-4

Secure and Efficient Authentication for Mobile
and Pervasive Computing
1

Abhishek Lilhare, 2Ganesh Borate, 3 Harshal Khilari, 4 Anitha Pawar
Department of Computer Engineering Zeal College of Engineering & Research, University of Pune.
Abstract- With today’s technology, several applications accept
the existence of tiny devices that may exchange data and type
communication networks. In a big portion of such
applications, the confidentiality and integrity of the
communicated messages are of specific interest. During this
work, we tend to propose 2 novel techniques for
authenticating short encrypted messages that are directed to
fulfill the wants of mobile and pervasive applications. By
taking advantage of the very fact that the message to be
authenticated should even be encrypted, we tend to propose
incontrovertibly secure authentication codes that are a lot of
economical than any message authentication code within the
literature. The key plan behind the projected techniques is to
utilize the safety that the cryptography formula will give to
style a lot of economical authentication mechanisms, as
against victimization standalone authentication primitives.
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1. INTRODUCTION
PRESERVING the integrity of messages changed over public
channels is one in all the classic goals in cryptography and
also the literature is made with message authentication code
(MAC) algorithms that square measure designed for the only
purpose of conserving message integrity. Supported their
security, MACs are often either flatly or computationally
secure. Flatly secure MACs offer message integrity against
forgers with unlimited procedure power. On the opposite
hand, procedurally secure MACs square measure solely secure
once forgers have restricted computational power.
A popular category of flatly secure authentication relies on
universal hash-function families, pioneered by Carter and
Wegman. Since then, the study of flatly secure message
authentication supported universal hash functions has been
attracting analysis attention, each from the planning and
analysis standpoints. The essential construct letting
unconditional security is that the authentication key will solely
be wont to certify a restricted range of changed messages.
Since the management of one-time keys is taken into account
impractical in several applications, computationally secure
MACs became the strategy of selection for many real-life
applications. In computationally secure MACs, keys are often
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wont to certify associate capricious range of messages. That is,
when agreeing on a key, legitimate user will exchange
associate capricious range of documented messages with a
similar key. Looking on the most building block wont to
construct them, computationally secure MACs are often
classified into 3 main categories: block cipher primarily based,
science hash performs primarily based, or universal hashfunction family primarily based.
CBC-MAC is one in all the foremost well-known block cipher
primarily based MACs, per the Federal IP Standards
publication 113 and also the alignment for Standardization
ISO/IEC 9797-1. CMAC, a changed version of CBC-MAC, is
conferred within the authority special publication 800-38B,
that was supported the OMAC of. Alternative block cipher
primarily based MACs embody, however don't seem to be
restricted to, XOR-MAC and PMAC. The safety of various
MACs has been thoroughly studied.
2. PROBLEM STATEMENT
The Problem of the system is to outline the actual fact that
the message to be genuine is additionally encrypted, with
any secure secret writing algorithmic rule, to append a brief
random string to be employed in the authentication method.
Since the random strings used for various operations ar
freelance, the authentication algorithmic rule will get
pleasure from the simplicity of unconditional secure
authentication to permit for quicker and a lot of economical
authentication, while not the problem to manage one-time
keys.
3. PROPOSED SYSTEM
We propose the subsequent analysis question: if there's AN
application within which messages that require to be changed
are short and each their privacy and integrity ought to be
preserved, will one do higher than merely encrypting the
messages exploitation AN cryptography algorithmic program
and authenticating them exploitation customary raincoat
algorithm? we tend to answer the question by proposing 2 new
techniques for authenticating short encrypted messages that
are a lot of economical than existing approaches. Within the
initial technique, we tend to utilize the very fact that the
message to be attested is additionally encrypted, with any
secure cryptography algorithmic program, to append a brief
random string to be utilized in the authentication method.
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1. More security, exploitation 2 ideas one is mobile computing
and another one is pervasive computing.
2.The random strings used for various operations are
freelance, the authentication algorithmic program will get
pleasure from the simplicity of unconditional secure
authentication to permit for quicker and a lot of economical
authentication, while not the issue to manage one-time keys.
Within the second technique, we tend to build the additional
assumption that the used cryptography algorithmic program is
block cipher primarily based to additional improve the
machine potency of the primary technique.
4. LITERATURE SURVEY
#1 E-MACs: Towards safer and additional economical
Constructions of Secure Channels
In cryptography, secure channels modify the confidential and
attested message ex- modification between licensed users. A
generic approach of constructing such channels is by
combining AN coding primitive with AN authentication
primitive (MAC). During this work, we have a tendency to
introduce the look of a brand new crypto logical primitive to
be employed in the development of secure channels. rather
than victimization general purpose MACs, we have a tendency
to propose the use of special purpose MACs, named \EMACs". The most motive behind this work is that the
observation that, since the message should be each encrypted
and attested, there are often a redundancy within the
computations performed by the 2 primitives. If this clothed to
be the case, removing such redundancy can improve the
potency of the general construction. Additionally,
computations performed by the coding algorithmic program
are often additional utilized to boost the safety of the
authentication algorithmic program. During this work, we
have a tendency to show however E-MACs are often designed
to cut back the quantity of computations needed by customary
MACs supported universal hash functions, and show however
E-MACs are often secured against key-recovery attacks.
#2 The Poly1305-AES message-authentication code
Poly1305-AES may be a progressive message-authentication
code appropriate for a good form of applications. Poly1305AES computes a 16-byte critic of a variable-length message,
employing a 16-byte AES key, a 16-byte extra key, and a 16byte nowadays. the safety of Poly1305-AES is incredibly near
the safety of AES; the safety gap is at the most
14DdL=16e=2106 if messages have at the most L bytes, the
offender sees at the most 264 attested messages, and therefore
the offender makes an attempt D forgeries. Poly1305-AES are
often computed at extraordinarily high speed: as an example,
fewer than 3:1` + 780 Athlon cycles for AN `-byte message.
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This speed is achieved while not pre computation;
consequently, one thousand keys are often handled at the same
time while not cache misses. Special-purpose hardware will
calculate Poly1305-AES at even higher speed. Poly1305- AES
is parallelizable, progressive, and not subject to any property
Claims

#3 the safety and Performance of the Galois/Counter Mode
(GCM) of Operation
The recently introduced Galois/Counter Mode (GCM) of
operation for block ciphers provides each coding and message
authentication, victimization universal hashing supported
multiplication in an exceedingly binary finite field. We have a
tendency to analyze its security and performance, and show
that it's the foremost economical mode of operation for top
speed packet networks, by employing a realistic model of a
network crypto module and empirical knowledge from studies
of web traffic in conjunction with code experiments and
hardware styles. GCM has many helpful features: it will settle
for IVs of discretional length, will act as a complete message
authentication code (MAC), and may be used as AN
progressive waterproof. We have a tendency to show that
GCM is secure within the customary model of concrete
security, even once these options area unit used. we have a
tendency to conjointly take into account many of its necessary
system security aspects.
#4 the safety of the Cipher Block Chaining Message
Authentication Code
Let F be some block cipher (e.g. DES) with block length l.
The Cipher Block Chaining Message Authentication Code
(CBC MAC) species that AN m-block message x = x1 xm be
attested among parties UN agency share a secret key a for the
block cipher by tagging x with a pre x of y m, wherever y0 =
0l and Yi = Fa(mi_yi�1) for i = 1; 2; : : :;m. This
methodology may be a pervasively used international and U.S.
standard. we offer its once formal justication, showing the
subsequent general lemma: cipher block chaining a
pseudorandom operate yields a pseudorandom operate.
Underlying our results may be a technical lemma of freelance
interest, bounding the success chance of a computationally
limitless mortal in identifying between a random ml-bit to l-bit
operate and therefore the complete blood count waterproof of
a random l-bit to l-bit operate.
5. EXISTING SYSTEM:
There square measure 2 vital observations to create
concerning existing waterproof algorithms. First, they're
designed severally of the other operations needed to be

2

International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 2(1), 2016, 1-4

performed on the message to be genuine. As an example, if the
genuine message should even be encrypted, existing MACs
don't seem to be designed to utilize the practicality that may
be provided by the underlying encoding rule. Second, most
existing MACs square measure designed for the overall pc
communication systems, severally of the properties that
messages will possess. As an example, one will notice that the
majority existing MACs square measure inefficient once the
messages to be genuine square measure short. (For instance,
UMAC, the quickest according message authentication code

Figure 2: System Architecture

7. FUTURE SCOPE:
1. Offline data transfer through VPN.
2. Message without length constraint.
3. Filter unwanted messages.
8. CONCLISION
In this work, a brand new technique for authenticating short
encrypted messages is projected. The very fact that the
message to be attested should even be encrypted is employed
to deliver a random time being to the supposed receiver via the
cipher text. This allowed the look of AN authentication code
that advantages from the simplicity of flatly secure
authentication while not the necessity to manage one-time
keys. Specially, it's been incontestable during this paper that
authentication tags are computed with one addition and a 1
standard multiplication. Only if messages square measure
comparatively short, addition and standard multiplication is
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within the cryptographically literature, has undergone giant
algorithmic changes to extend its speed on short messages).
1. Existing MACs don't seem to be designed to utilize the
practicality that may be provided by the underlying encoding
rule.
2. Most existing MACs square measure designed for the
overall pc communication systems, severally of the properties
that messages will possess.
6. SYSTEM ARCHITECTURE

performed quicker than existing computationally secure
MACs within the literature of cryptography.
REFERENSES
[1] L. Carter and M. Wegman, “Universal Hash Functions,”
J. Computer and System Sciences, vol. 18, no. 2, pp. 143154, 1979.
[2] T. Helleseth and T. Johansson, “Universal Hash
Functions from Exponential Sums over Finite ields and
Galois Rings,” Proc. 16th
Ann. Int’l Cryptology Conf. Advances in Cryptology
(CRYPTO ’96),
pp. 31-44, 1996.
[3] V. Shoup, “On Fast and Provably Secure Message
Authentication
Based on Universal Hashing,” Proc. 16th Ann. Int’l
Cryptology Conf.
Advances in Cryptology (CRYPTO ’96), pp. 313-328,
1996.ALOMAIR AND POOVENDRAN: EFFICIENT
AUTHENTICATION FOR MOBILE AND PERVASIVE
COMPUTING 479
[4] B. Alomair, A. Clark, and R. Poovendran, “The Power
of Primes: Security of Authentication Based on a Universal

3

International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 2(1), 2016, 1-4

Hash-Function Family,” J. Math. Cryptology, vol. 4, no. 2,
2010.
[5] B. Alomair and R. Poovendran, “E-MACs: Towards
More Secure
and More Efficient Constructions of Secure Channels,”
IEEE
Trans. Computers, 2012.

www.ijgser.com

4

