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Abstract- Data deduplication may be a technique for 

eliminating duplicate copies of information, and has been 

wide employed in cloud storage to cut back cupboard space 

and transfer information measure. However, there's only 1 

copy for every file keep in cloud albeit such a file is in hand 

by a large range of users. As a result,  deduplication system 

improves storage utilization whereas reducing 

dependability. What is more, the challenge of privacy for 

sensitive information additionally arises after they square 

measure outsourced by users to cloud.  Getting to address 

the on top of security challenges, this paper makes the 

primary conceive to formalize the notion of distributed 

reliable deduplication system. we tend to propose new 

distributed deduplication systems with higher dependability 

within which the information chunks square measure 

distributed across multiple cloud servers. The protection 

needs of information confidentiality and tag consistency 

also are achieved by introducing a settled secret sharing 

theme in distributed storage systems, rather than 

mistreatment convergent encoding as in previous 

deduplication systems. Security analysis demonstrates that 

our deduplication systems square measure secure in terms 

of the definitions laid out in the planned security model. As 

an indication of conception, we tend to implement the 

planned systems and demonstrate that the incurred 

overhead is incredibly restricted in realistic environments. 
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1. INTRODUCTION 

With the explosive growth of digital knowledge, 

deduplication techniques area unit wide utilized to backup 

knowledge and minimize network and storage overhead by 

detection and eliminating redundancy among knowledge. 

Instead of keeping multiple knowledge copies with a 

similar content, deduplication eliminates redundant 

knowledge by keeping only one physical copy and referring 

alternative redundant data to it copy. Deduplication has 

received abundant attention from each domain and trade as 

a result of it can greatly improves storage utilization and 

save storage space, particularly for the applications with 

high deduplication ratio like depository storage systems. A 

number of deduplication systems are planned based on 

numerous deduplication methods such as client-side or 

server-side deduplications, file-level or block-level 

deduplications. a quick review is given in Section 6. 

Especially, with the arrival of cloud storage, data 

deduplication techniques become additional enticing and 

critical for the management of ever-increasing volumes of 

data in cloud storage services that motivates enterprises and 

organizations to source knowledge storage. 

2. RELATED WORK 

We show the way to style secure deduplication systems 

with higher reliableness in cloud computing. We introduce 

the distributed cloud storage servers into deduplication 

systems to produce higher fault tolerance. To more shield 

knowledge confidentiality, the key sharing technique is 

employed, that is additionally compatible with the 

distributed storage systems. in additional details, a file is 

first split and encoded into fragments by victimisation the 

technique of secret sharing, rather than coding mechanisms. 

These shares are going to be distributed across multiple 

independent storage servers. Moreover, to support 

deduplication, a brief cryptologic hash price of the content 

also will be computed and sent to every storage server 

because the fingerprint of the fragment holds on at every 

server. solely the information owner UN agency 1st 

uploads the information is needed to reckon and distribute 

such secret shares, while all following users UN agency 

own an equivalent knowledge copy do not got to reckon 

and store these shares any longer. To recover knowledge 

copies, users should access a minimum number of storage 

servers through authentication and obtain the key shares to 

reconstruct the information. In other words, the key shares 

of knowledge can solely be accessible by the approved 

users UN agency own the corresponding knowledge copy. 

The traditional deduplication ways cannot be directly 

extended and applied in distributed and multi-server 

systems. To clarify more, if identical short worth is stored 

at a unique cloud storage server to support a duplicate 

check by employing an ancient deduplication method, it 

cannot resist the collusion attack launched by multiple 

servers. In alternative words, any of the servers can acquire 

shares of the info keep at the opposite servers 

With identical short worth as proof of possession. 

moreover, the tag consistency, that was initial formalized 

by [5] to forestall the duplicate/ciphertext replacement 

attack, is taken into account in our protocol. in additional 

details, it prevents a user from uploading a maliciously-

generated ciphertext such its tag is that the same with 

another honestly-generated ciphertext. to realize this, a 

settled secret sharing technique has been formalized and 

utilized. To our information, no existing work on secure 

deduplication  will properly address the responsibleness 

and tag consistency downside in distributed storage 

systems. This paper makes the subsequent contributions.  
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• Four new secure deduplication systems ar planned to 

provide economical deduplication with high reliability for 

file-level and block-level deduplication, respectively. the 

key rending technique, instead of ancient secret writing 

ways, is employed to protect knowledge confidentiality. 

Specifically, data are split into fragments by exploitation 

secure secret sharing schemes and keep at totally different 

servers. Our proposed constructions support each file-level 

and block-level deduplications 

. • Security analysis demonstrates that the planned 

deduplication systems ar secure in terms of the definitions 

specified in the planned security model. In more details, 

confidentiality, responsibleness and integrity can be 

achieved in our planned system. Two kinds of collusion 

attacks ar thought-about in our solutions. These are the 

collusion attack on the info and also the collusion attack 

against servers. especially, the data remains secure 

notwithstanding the opposer controls a restricted range of 

storage servers.  

We tend to implement our deduplication systems 

exploitation the Ramp secret sharing theme that permits 

high responsibleness and confidentiality levels. Our 

analysis results demonstrate that the new planned 

constructions are economical and also the redundancies ar 

optimized and comparable the opposite storage system 

supporting identical level of responsibleness. 

3. LITERATURE SURVEY 

In previous deduplication systems cannot support 

differential authorization duplicate check, that is vital in 

several and applications. In such a licensed deduplication 

system, every user is issued a group of privileges 

throughout system data formatting. 

 

3.1 POST-PROCESS DEDUPLICATION 

With post-process deduplication, new information is 1st 

hold on on the device then a method at a later time can 

analyses  the info yearning for duplication. The profit is 

that there's no ought to watch for the hash calculations and 

operation to be completed before storing the info thereby 

making certain that store performance isn't degraded. 

Implementations providing policy-based operation will 

provide users the power to defer improvement on "active" 

files, or to method files supported sort and placement. One 

potential disadvantage is that you simply could 

unnecessarily store duplicate information for a brief time 

that is a problem if the storage system is close to full 

capability. 

3.2 IN LINE DEDUPLICATION 

This is the method wherever the deduplication hash 

calculations area unit created on the target device because 

the information enters the device in real time. If the device 

spots a block that it already hold on on the system it doesn't 

store the new block, simply references to the prevailing 

block. The advantage of in-line deduplication over post-

process deduplication is that it needs less storage as 

information isn't duplicated. On the negative aspect, it's 

ofttimes argued that as a result of hash calculations and 

lookups takes see you later, it will mean that the 

information consumption is slower thereby reducing the 

backup turnout of the device. However, sure vendors with 

in-line deduplication have incontestable instrumentation 

with similar performance to their post-process 

deduplication counterparts. Post-process and in-line 

deduplication strategies area unit typically heavily debated. 

 

3.3 SOURCE VERSUS TARGET DEDUPLICATION 

Another way to deem knowledge deduplication is by 

wherever it happens. once the deduplication happens near 

wherever knowledge is formed, it's usually named as 

"source deduplication." once it happens close to wherever 

the info is keep, it's unremarkably known as "target 

deduplication." supply deduplication ensures that 

knowledge on the info supply is deduplicated. This 

typically takes place directly among a filing system. The 

filing system can sporadically scan new files making hashes 

and compare them to hashes of existing files When files 

with same hashes square measure found then the file copy 

is removed and therefore the new file points to the recent 

file. not like exhausting links but, duplicated files square 

measure thought-about to be separate entities and if one 

among the duplicated files is later changed, then employing 

a system referred to as Copy-on-write a duplicate of that 

file or modified block is formed. The deduplication method 

is clear to the users and backup applications. Backing up a 

deduplicated filing system can usually cause duplication to 

occur leading to the backups being larger than the supply 

information. Target deduplication is that the method of 

removing duplicates of information within the secondary 

store. Typically this can be a backup store like a knowledge 

repository or a virtual tape library. One of the foremost 

common styles of information deduplication 

implementations works by examination chunks of 

information to find duplicates. For that to happen, every 

chunk of information is assigned Associate in Nursing 

identification, calculated by the software package, usually 

victimisation scientific discipline hash functions. In several 

implementations, the belief is created that if the 

identification is identical, the information is identical, albeit 

this can't be true all told cases attributable to the pigeonhole 

principle; alternative implementations don't assume that 2 

blocks of information with an equivalent symbol square 

measure identical, however really verify that information 

with an equivalent identification is identical. If the software 

package either assumes that a given identification already 

exists within the deduplication namespace or really verifies 

the identity of the 2 blocks of information, looking on the 

implementation, then it'll replace that duplicate chunk with 
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a link. Once the information has been deduplicated, upon 

browse back of the file, where a link is found, the system 

merely replaces that link with the documented information 

chunk. 

 

4. SYSTEM METHODOLOGY 

In our previous data  deduplication systems, the non-public 

cloud is bothered as a proxy to allow knowledge 

owner/users to firmly perform duplicate talk over with 

differential privileges. Such style is sensible and has 

attracted lush attention from researchers. The data 

homeowners exclusively source their information storage 

by utilizing public cloud whereas the data operation is 

managed privately cloud. data deduplication is one among 

necessary data compression techniques for eliminating 

duplicate copies of repetition knowledge, and has been 

wide used in cloud storage to chop back the quantity of 

cabinet house and save system of measurement. To 

safeguard the confidentiality of sensitive data whereas 

supporting deduplication, Cloud computing provides 

ostensibly unlimited ‚virtualized‛ resources to users as 

services across the whole internet, whereas activity 

platform and implementation details. Today’s cloud service 

suppliers offer every extraordinarily offered storage and 

massively parallel computing resources at comparatively 

low costs. As cloud computing becomes rife, Associate in 

Nursing increasing amount of knowledge is being keep 

inside the cloud and shared by users with nominal 

privileges, that define the access rights of the keep data 

 

4.1 THE DETECTION OF MASQUERAD ACTIVITY 

Data deduplication may be a specialised knowledge 

compression technique for eliminating duplicate copies of 

repetition knowledge. connected and somewhat 

synonymous terms square measure intelligent (data) 

compression and single-instance (data) storage. This 

method is employed to boost storage utilization and might 

even be applied to network knowledge transfers to cut back 

the quantity of bytes that has to be sent. Within the 

deduplication method, distinctive chunks of information, or 

computer memory unit patterns, square measure known and 

hold on throughout a method of study. Because the analysis 

continues, alternative chunks square measure compared to 

the hold on copy and whenever a match happens, the 

redundant chunk is replaced with a tiny low reference that 

points to the hold on chunk. Given that a similar computer 

memory unit pattern might occur dozens, hundreds, or 

perhaps thousands of times (the match frequency relies on 

the chunk size), the number of knowledge that has to be 

keep or transferred will be greatly reduced. this kind of 

deduplication is completely different from that performed 

by customary file-compression tools, like LZ77 and LZ78. 

Whereas these tools establish short recurrent substrings 

within individual files, the intent of storage-based 

information deduplication is to examine giant volumes of 

knowledge and establish giant sections – like entire files or 

giant sections of files – that are identical, so as to store only 

1 copy of it. This copy could also be in addition 

compressed by single-file compression techniques. as an 

example a typical email system would possibly contain a 

hundred instances of a similar one MB (megabyte) file 

attachment. Whenever the e-mail platform is saved, all a 

hundred instances of the attachment are saved, requiring a 

hundred MB space for storing. 

 

4.2 FILE-LEVEL DEDUPLICATION 

File-level deduplication, that discovers redundancies 

between totally different files and removes these 

redundancies to cut back capability demands. To support 

economical duplicate check, tags for every file are going to 

be computed and square measure sent to S-CSPs. to 

forestall a collusion attack launched by the S-CSPs, the tags 

keep at {different|totally totally different|completely 

different} storage servers square measure computationally 

freelance and different. 

 

4.3 BLOCK-LEVEL DEDUPLICATION 

In a block-level deduplication system, the user also needs to 

firstly perform the file-level deduplication before uploading 

his file. If no duplicate is found, the user divides this file 

into blocks and performs block-level deduplication. 

Blocklevel deduplication, which discovers and removes 

redundancies between data blocks. The file can be divided 

into smaller fixed-size or variable-size blocks. Using 

fixedsize blocks simplifies the computations of block 

boundaries, while using variable-size blocks (e.g., based on 

Rabin fingerprinting) provides better deduplication 

efficiency. 

 

4.4 TO PROVIDE HIGH LEVEL REALIBILTY  

SYSTEM 

 Data deduplication techniques are very interesting 

techniques that are widely employed for data backup in 

enterprise environments to minimize network and storage 

overhead by detecting and eliminating redundancy among 

data blocks. Provide high realibity for data deduplication 

system. 

 

5. CONCLUSION 

We projected the distributed deduplication systems 

toimprove the reliableness of information whereas 

achieving the confidentialityof the users’ outsourced 

knowledge while not Associate in Nursing encryption 

mechanism. Four constructions were projected to support 

file-level and fine-grained block-level data deduplication. 

the safety of tag consistency and integrity were 

achieved.We enforced our deduplication systems 

victimization the Ramp secret sharing theme and 

demonstrated that it incurs tiny encoding/decoding 

http://www.ijgser.com/


International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 2(1), 2016, 29-32 

www.ijgser.com                                                                                                                                                                                                             32 

vverhead compared to the network transmission 

oveoverhead in regular upload/download operations. 
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