
International Journal of General Science and Engineering Research (IJGSER), ISSN 2455-510X, Vol 2(2), 2016, 42-45  

www.ijgser.com                                                                                                                                                                                                             42 

Review on Captcha as an Application Locker 
1
Rohit Babar,  

2
Bhushan Pasalkar,  

3
Shubham Daundkar,  

4
Mahesh Jarad , 

5
Prof. S.M.Gore 

Department of Computer Engineering Zeal College of Engineering & Research, University of Pune. 

Abstract- Many security primitive’s ar supported hard 

mathematical problems. Victimization hard AI issues for 

security is rising as AN exciting new paradigm, however has 

been beneath explored. During this paper, we tend to gift 

replacement security primitive supported hard AI problems, 

namely, a unique family of graphical parole systems 

engineered on high of Captcha technology that we tend to 

decision Captcha as graphical passwords (CaRP). CaRP is 

each a Captcha and a graphical parole theme. CaRP 

addresses variety of security issues altogether, like on-line 

guess attacks, relay attacks, and, if combined with dual-view 

technologies, should ensuring attacks. Notably, a CaRP 

parole is found solely probabilistically by automatic on-line 

guess attacks notwithstanding the password is within the 

search set. CaRP conjointly oers a unique approach to deal 

with the well-known image hot spot drawback in in style 

graphical pass-word systems, like Pass-Points, that always 

results in weak pass-word selections. CaRP isn't a anacea, 

however it overs cheap security and usefulness and seems to 

sit well with some sensible applications for up on-line 

security. 
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1. INTRODUCTION 

Captcha relies on the gap of capabilities between humans 

and bots in solving certain hard AI problems. There are two 

types of visual Captcha: text Captcha and Image-

Recognition Captcha (IRC). The former relies on character 

recognition while the latter relies on recognition of non-

character objects. Security of text Captchas has been 

extensively studied. The following principle has been 

established: text Captcha should rely on the dificulty of 

character segmentation, which is computationally 

expensive and combinatorial hard. 

 

Literature survey is that the most vital step in software system 

development method. Before developing the tool it's necessary 

to see the time issue, economy and company strength. Once 

this stuff are happy, ten next steps are to see that software 

system and language will be used for developing the tool. 

Once the programmers begin building the tool the 

programmers want ton of external support. This support will 

be obtained from senior programmers, from book or from 

websites. Before building the system the higher than thought r 

taken under consideration for developing the planned system. 

This section provides background to the analysis through a 

review of a number of the literature on privacy. The literature 

review is targeted on those areas central to the scope of this 

analysis. 

Problem determination models area unit won’t to address 

several problems that return up on a day after day within the 

geographical point. This problem may be technical or issue-

based. Whereas several of you have got in all probability 

already engaged in determination issues, you have got in all 

probability used many various approaches so as to realize an 

answer. Problems and operational issues in an exceedingly 

committee will be resolved additional easily and with higher 

results by employing a drawback determination model, i.e. a 

structured, systematic approach to determination issues and 

creating enhancements. There is a unit many reasons for 

employing a structured, systematic approach to drawback 

solving: to make sure consistency everybody has to 

understand what technique everybody else is using to unravel 

a haul. It keeps the method additional scientific and fewer 

liable to individual biases and perceptions. Facilitate to assist} 

manage the cluster method the six steps within the drawback 

determination model give a spotlight for the cluster and help 

set the agenda: everyone will work on following the model, 

instead of use their individual approaches all at a similar time. 

Following a technique and using knowledge to form selections 

makes it easier for a gaggle to succeed in agreement. to 

unravel issues effectively These tried and tested steps really 

work. Using this model can build determination issues easier 

and ultimately yield a far better result as a result of you may 

have tested all concepts and eliminated those who won't add 

your specific state of affairs. to create a convincing case for 

change employing a drawback solving model permits a gaggle 

to think about all attainable causes of a problem and every one 

possible solutions. a problem determination model uses a 

series of logical steps to assist a gaggle establish the foremost 

necessary causes and therefore the best resolution. Following 

the model not only helps the cluster attain an answer,it helps 

the cluster arrive at a justifiable resolution.  

 

2. CAPTCHA 

Captcha depends on the gap of capabilities between humans 

and bots in determination sure laborious AI issues. There 

are a unit 2 kinds of visual Captcha: text Captcha and 

Image-Recognition Captcha (IRC). the previous depends on 

character recognition whereas the latter depends on 

recognition of non-character objects. Security of text 

Captchas has been extensively studied. the subsequent 

principle has been established: text Captcha ought to admit 

the problem of character segmentation, that is 

computationally expensive  and combinatorial laborious . 

Machine recognition of non-character objects is much less 
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capable than character recognition. IRCs have confidence 

the problem of object identification or classification, 

possibly combined with the problem of object 

segmentation. Asirra depends on binary object 

classification: a user is asked to spot all the cats from a 

panel of twelve pictures of cats and dogs. Security of IRCs 

has additionally been studied. Asirra was found to be prone 

to machine-learning attacks [24]. IRCs supported binary 

object classification or identification of 1 concrete sort of 

objects area unit likely insecure . Multi-label classification 

issues area unit thought of a lot of tougher than binary 

classification issues. Captcha will be circumvented through 

relay attacks whereby Captcha challenges area unit relayed 

to human solvers, whose answers area unit fed back to the 

targeted application.  

3. CAPTCHA IN AUTHENTICATION  

It was introduced in to use both Captcha and password in a 

user authentication protocol, that we have a tendency to 

decision Captcha-based secret Authentication (CbPA) 

protocol, to counter on-line dictionary attacks. The CbPA-

protocol in [14] needs determination a Captcha challenge 

once inputting a sound try of user ID and password unless a 

sound browser cookie is received. For Associate in Nursing 

invalid try of user ID and secret, the user includes a bound 

chance to unravel a Captcha challenge before being denied 

access. Associate in Nursing improved CbPA-protocol is 

projected in [15] by storing cookies solely on user-trusted 

machines and applying a Captcha challenge only if the 

quantity of unsuccessful login tries for the account has 

exceeded a threshold. it's any improved in [16] by applying 

atiny low threshold for unsuccessfullogin tries from  

nknown machines however an oversized threshold for 

failed tries from acknowledged machines with a previous 

victorious login among a given time-frame. 

 

Captcha was additionally used with recognition-based 

graphical passwords to deal with spyware whereby a text 

Captcha is displayed below every image; a user locates her 

own pass-images from decoy pictures, and enters the 

characters at specific locations of the Captcha below every 

pass-image as her secret throughout authentication. These 

specific locations were hand-picked for every pass-image 

throughout secret creation as a section of the secret. within 

the on top of schemes, Captcha is AN freelance entity, used 

together with a text or graphical secret. On the contrary, a 

CaRP is each a Captcha and a graphical secret theme, 

which ar per se combined into one entity. 

 

3.1 CAPTCHA AS GRAPHICAL PASSWORDS 

3.1 A NEW WAY TO THWART GUESSING ATTACKS 

In an estimate attack, a countersign guess tested in associate 

degree unsuccessful trial is decided wrong and excluded 

from resulting trials. the quantity of undetermined 

countersign guesses decreases with additional trials, 

resulting in an improved likelihood of finding the 

countersign. Mathematically, let S be the set of countersign 

guesses before any trial, ρ be the countersign to seek out, T 

denote 

4.2 CARP: AN OVERVIEW 

In CaRP, a brand new image is generated for each login try, 

even for identical user. CaRP uses associate alphabet of 

visual objects (e.g., alphanumeric characters, similar 

animals) to come up with a CaRP image, that is 

additionally a Captcha challenge. a significant distinction 

between CaRP pictures and Captcha pictures is that each 

one the visual objects within the alphabet ought to seem in 

an exceedingly CaRP image to permit a user to input any 

watchword however not essentially in an exceedingly 

Captcha image. several Captcha schemes may be regenerate 

to CaRP schemes, as represented within the next segment. 

CaRP schemes ar clicked-based graphical passwords.  

According to the memory tasks in memorizing and coming 

into a watchword, CaRP schemes may be classified into 2 

categories: recognition and a brand new class, recognition-

recall, which needs recognizing a picture and mistreatment 

the recognized objects as cues to enter a watchword. 

Recognition-recall combines the tasks of each recognition 

and cued-recall, and retains each the recognition-based 

advantage of being simple for human memory and also the 

cued-recall advantage of an oversized watchword house. 

Exemplary CaRP schemes of every sort are going to be 

given later.  

4. METHODS AND ALGORITHMS:- 

 

Step 1: Show phone application list. 

Step 2: Set up the 1st , 2nd , 3rd level password. 

Step 3: 1 st level is Click Text 

Click Text is a recognition-based CaRP scheme built on top of 

text Captcha. Its alphabet comprises characters without any 

visually confusing characters.  

 

Step 4: 2nd level is Click Animal/Shape Captcha 

Animal/Shape is a Captcha scheme which uses models of 

horse and dog to generate 2D animals with different textures, 

colors, lightings and poses, and arranges them on a cluttered 

background. A user clicks all the horses in a challenge image 

to pass the test. 

 

Step 5: 3rd level is Animal Grid 

The number of similar animals is much less than the number 

of available characters. Click Animal has a smaller alphabet, 

and thus a smaller password space, then Click Text. Animal 

Grid is a combination of Click Animal and CAS. The number 

of grid-cells in a grid should be much larger than the alphabet 

size. 

 

Step 6 : User can lock applications using list. 

 

Persuasive Cued Click-Points 
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Persuasive Technology was first articulated by Fig [6] as using 

technology to motivate and influence people to behave in a 

desired manner. An verification system which applies 

Persuasive Technology should guide and encourage users to 

select stronger passwords, but not impose system- generated 

passwords. To be adequate, the users must not ignore the 

persuasive elements and the resulting passwords must be 

memorable. As detailed below, PCCP achieves this by making 

the task of selecting a weak password more monotonous and 

time consuming. 

 

Persuasive Cued Click-Points with Advanced Encryption 

Standard (PCCPAES) 

To remove the shoulder surfing attack and to provide the 

security on the click points of the user’s password, AES 

algorithm is applied on the click points and in PCCP technique 

the system divide the images into 16 different grids on which 

users will click, after clicking on the image first time that 

particular grid will be expanded and displayed in the front of 

the user like this the image will be divided till the third click 

by the user. After selecting an image the user can upload the 

image for further process. PCCP uses one click point on three 

different images shown in sequence. Place where the user will 

click the x and y coordinate of the image is taken by the 

system and on value of x and y the advanced encryption 

Standard algorithm is applied and after encryption whatever 

the value of the x and y coordinate is coming that information 

is stored in to the database for authentication purpose. 

 

5. IMPLIMENTATION  

5.1 TOOLS AND TECHNOLOGIES USED 

Android 

One of the most widely used mobile OS these days is 

ANDROID. Android is a software bunch comprising not 

only operating system but also middleware and key 

applications. Android Inc. was founded in Palo Alto of 

California, U.S. by Andy Rubin, Rich miner, Nick sears 

and Chris White in 2003. Later Android Inc. was acquired 

by Google in 2005. After original release there have been 

number of updates in the original version of Android. 

Android is a powerful Operating System supporting a large 

number of applications in  

 

Smart Phones. 

These applications make life more comfortable and 

advanced for the users. Hardware’s that support Android 

are mainly based on ARM architecture platform. Android 

applications are composed of one or more application 

components (activities, services, content providers, and 

broadcast receivers) Each component performs a different 

role in the overall application behavior, and each one can be 

activated individually (even by other applications) The 

manifest _le must declare all components in the application 

and should also declare all application requirements, such 

as the minimum version of Android required and any 

hardware conjurations required Non-code application 

resources (images, strings, layout _les, etc.) should include 

alternatives for different device conjurations (such as 

different strings for different languages) Google, for 

software development and application development, had 

launched two competitions ADC1 and ADC2 for the most 

innovative applications for Android. It oared prizes of USD 

10 million combined in ADC1 and 2. ADC1 was launched 

in January 2008 and ADC2 was launched in May 2009. 

These competitions helped Google a lot in making Android 

better, more user friendly, advanced and interactive. 

 

 
 

Fig 1: Sending OTP Password 

SQLite 

SQLite is an in-process library that implements a self-

contained, server less, zero-conjuration, transactional SQL 

data-base engine. The code for SQLite is in the public 

domain and is thus free for use for any purpose, 

commercial or private. SQLite is the most widely deployed 

database in the world with more applications than we can 

count, including several high-problem projects. SQLite is 

an embedded SQL database engine. Unlike most other SQL 

databases, SQLite does not have a separate server process. 

SQLite reads and writes directly to ordinary disk _les. A 

complete SQL database with multiple tables, indices, 

triggers, and views, is contained in a single disk _le. The 

database format is cross-platform - you can freely copy a 

database between 32-bit and 64-bit systems or between big-

endian and little-endian architectures. These features make 

SQLite a popular choice as an Application File Format. 

SQLite is a compact library. With all features enabled, the 

library size can be less than 500KiB, depending on the 

target platform and compiler optimization settings. (64-bit 

code is larger. And some compiler optimizations such as 

aggressive function in lining and loop unrolling can cause 

the object code to be much larger.) If optional features are 

omitted, the size of the SQLite library can be reduced 

below 300KiB. SQLite can also be made to run in minimal 

stack space (4KiB) and very little heap (100KiB), making 

SQLite a popular database engine choice on memory 

constrained gadgets such as cellphones, PDAs, and MP3 

players. There is a trade between memory usage and speed. 

SQLite generally runs faster the more memory you give it. 

Nevertheless, performance is usually quite good even in 

low-memory environments. 
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RESULTS:                         
                          

 
 

Fig 2: Overview Application 
 

 
Fig 3: Locking Application 

 

 

6. SYSTEM ARCHITECTURE 

 

 
 

Fig 4: System Architecture 

 

6. CONCLISION 

We have projected CaRP, a brand new security primitive 

counting on unresolved hard AI issues. CaRP is each a 

Captcha and a graphical positive identification theme. The 

notion of CaRP introduces a brand new family of graphical 

passwords, that adopts a brand new approach to counter on-

line estimation attacks: a brand new CaRP image, that is 

additionally a Captcha challenge, is employed for each login 

conceive to build trials of a web estimation attack 

computationally freelance of every different. A positive 

identification of CaRP is found solely probabilistically by 

automatic on-line estimation attacks as well as brute-force 

attacks, a desired security property that different graphical 

positive identification schemes lack. Hotspots in CaRP 

pictures will now not are exploited to mount automatic on-line 

estimation attacks, Associate in Nursing inherent vulnerability 

in several graphical positive identification systems. CaRP 

forces adversaries to resort to significantly less efficient and 

far additional pricey human-based attacks. Additionally too 

protectively from on-line estimation attacks, CaRP is 

additionally proof against Captcha relay attacks, and, if 

combined with dual-view technologies, shoulder-suffering 

attacks. CaRP may also facilitate cut back spam emails sent 

from an internet email service. 
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