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Abstract: - Twitter Spam has become an essential drawback 

these days. Recent works specialize in applying machine 

learning techniques for Twitter spam detection that build use of 

the applied math options of tweets. In our tagged tweets 

dataset, however, we tend to observe that the applied math 

properties of spam tweets vary over time, and therefore the 

performance of existing machine learning based classifiers 

decreases. This issue is referred to as “Twitter Spam Drift”. In 

order to tackle this problem, we firstly carry out a deep 

analysis on the statistical features of one million spam tweets 

and one million non-spam tweets, and then propose a novel 

Lfun scheme. The projected scheme can discover “changed” 

spam tweets from unlabelled tweets and incorporate them into 

classifier’s training process. a number of experiments are 

performed to evaluate the proposed scheme. The results show 

that our proposed Lfun scheme can significantly improve the 

spam detection accuracy in real-world scenarios. 
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I. INTRODUCTION 

TWITTER has become one of the most popular social networks 

within the last decade. It’s rated because the most well-liked 

social network among teenagers in keeping with a recent report. 

However, the exponential growth of Twitter conjointly 

contributes to the rise of spamming activities. Twitter spam, 

that is named as unsought tweets containing malicious link that 

directs victims to external sites containing malware downloads, 

phishing, drug sales, or scams, etc[2], not solely interferes user 

experiences, however conjointly damages the complete net. In 

September 2014, the web of latest Zealand was run thanks to 

the unfold of malware downloading spam. This type of spam 

lured users to click links that claimed to contain Hollywood star 

photos, however in reality directed users to transfer malware to 

perform DDoS attacks [14]. 

 

Consequently, security corporations, moreover as Twitter itself, 

area unit combating spammers to create Twitter as a spam-free 

platform. as an example, Trend small uses a blacklisting service 

known as net name Technology system to filter spam URLs for 

users WHO have its products installed[8]. Twitter conjointly 

implements blacklist filtering as a part in their detection system 

known as BotMaker[5]. However, blacklist fails to guard 

victims from new spam thanks to its delay [4]. Analysis shows 

that, over ninetieth victims could visit a replacement spam link 

before it's blocked by blacklists. so as to deal with the 

limitation of blacklists[10], researchers have planned some 

machine learning primarily based schemes which may build use 

of spammers’ or spam tweets’ applied mathematics options to 

find spam on faith the URLs.[3] 

 

Machine Learning (ML) primarily based detection schemes 

involve many steps. First, applied mathematics options, which 

may differentiate spam from non-spam, area unit extracted 

from tweets or Twitter users (such as account age, variety of 

followers or friends and variety of characters during a tweet). 

Then a tiny low set of samples area unit tagged with category, 

i.e. spam or non-spam, as coaching knowledge. After that, 

machine learning primarily based classifiers area unit trained 

by the tagged samples, and at last the trained classifiers will be 

wont to find spam. Variety of cc primarily based detection 

schemes are planned by researchers [2]. 

 

However, the observation in our collected knowledge set shows 

that the characteristics of spam tweets area unit varied over 

time. We tend to ask this issue as “Twitter Spam Drift”. As 

previous cc primarily based classifiers aren't updated with the 

“changed” spam tweets, the performance of such classifiers 

area unit dramatically influenced by “Spam Drift” once 

detective work new coming back spam tweets. Why do spam 

tweets drift over time? It’s as a result of that spammer’s area 

unit combating security corporations and researchers. Whereas 

researchers area unit operating to find spam, spammers also are 

attempting to avoid being detected. This leads spammers to 

evade current detection options through posting a lot of tweets 

or making spam with the similar linguistics which means 

however victimization totally different text [9]. 

 

II. RELATED WORK 

Due to the increasing popularity of Twitter, spammers have 

transferred from other platforms, such as email and blog, to 

Twitter. To make Twitter as a clean social platform, security 

companies and researchers are working hard to eliminate spam. 

Security companies, such as Trend Micro [8], mainly rely on 

blacklists to filter spam links. However, blacklists fail to protect 

users on time due to the time lag. To avoid the limitation of 

blacklists, some early works proposed by researchers use 

heuristic rules to filter Twitter spam. H. Gao, Y [12] used a 

simple algorithm to detect spam in #robotpickupline (the 

hashtag was created by themselves) through these three rules: 

suspicious URL searching, username pattern matching and 

keyword detection. K. Lee [6] simply removed all the tweets 

which contained more than three hashtags to filter spam in their 

dataset to eliminate the impact of spam for their research. 

Later on, some works applied machine learning algorithms for 

Twitter spam detection. K. Lee [2] made use of account and 

content based features, such as account age, the number of 

followers/followings, the length of tweet, etc. to distinguish 

spammers and non-spammers. Wang et al. proposed a Bayesian 

classifier based approach to detect spammers on Twitter , while 

Benevenuto et al. detected both spammers and spam by using 

Support Vector Machine[2] .In Stringhini et al. trained a 

Random Forest classifier, and used the classifier to detect spam 

from three social networks, Twitter, Facebook and MySpace. 
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Lee et al. deployed some honeypots to get spammers’ profiles, 

and extracted the statistical features for spam detection with 

several ML algorithms, such as Decorate, Random Sub Space 

and J48[7]. 

Features used in previous works can be fabricated easily 

through purchasing more followers [2], posting more tweets, or 

mixing spam with normal tweets. Thus, some researchers 

proposed robust features which rely on the social graph to 

avoid feature fabrication. Song et al. extracted the distance and 

connectivity between a tweet sender and its receiver to 

determine whether it was spam or not. After importing their 

features into previous feature set, the performance of several 

classifiers was improved to nearly 99% true Positive and less 

than 1% False Positive [14]. While in, Yang et al. proposed 

more robust features, such as Local Clustering Coefficient, 

Betweenness Centrality and Bidirectional Links Ratio. By 

comparing with four existing works[2] their feature set can 

outperform all the previous works. 

 

III. PROPOSED SYSTEM AND ALGORITHMS 

Consequently, the research community, as well as Twitter 

itself, has proposed some spam detection schemes to make 

Twitter as a spam-free platform. For instance, Twitter has 

applied some “Twitter rules” to suspend accounts if they 

behave abnormally. Those accounts, which are frequently 

requesting to be friends with others, sending duplicate content, 

mentioning others users, or posting URL-only content, will be 

suspended by Twitter. Twitter users can also report a spammer 

to the official @spam account. To automatically detect spam, 

machine learning algorithms have been applied by researchers 

to make spam detection as a classification problem. Most of 

these works classify a user is spammer or not by relying on the 

features which need historical information of the user or the 

exiting social graph. For example, the feature, “the fraction of 

tweets of the user containing URL” used in must be retrieved 

from the users’ tweets list; features such as, “average 

neighbours’ tweets” in and “distance” in cannot be extracted 

without the built social graph. However, Twitter data are in the 

form of stream, and tweets arrive at very high speed. Despite 

that these methods are effective in detecting Twitter spam, they 

are not applicable in detecting streaming spam tweets as each 

streaming tweet does not contain the historical information or 

social graph that are needed in detection. 

 
Figure 1: Proposed Framework Scheme 

 

 

Machine Learning Algorithms: 

Machine learning explores the study and construction 

of algorithms that can learn from and make predictions on data. 

Such algorithms operate by building a model from example 

inputs in order to make data-driven predictions or decisions 

expressed as outputs. Machine learning is closely related to and 

often overlaps with computational statistics; a discipline which 

also focuses in prediction-making through the use of 

computers. 

Process of ML-Based Twitter Spam Detection This section 

describes the process of Twitter spam detection by using 

machine learning algorithms. Illustrates the steps involved in 

building a supervised classifier and detecting Twitter spam. 

Before classification, a classifier that contains the knowledge 

structure should be trained with the pre labeled tweets. After 

the classification model gains the knowledge structure of the 

training data, it can be used to predict a new incoming tweet. 

The whole process consists of two steps: 1) learning and 2) 

classifying. 
 

IV. CONCLUSION 

In this paper, we provide a fundamental evaluation of ML 

algorithms on the detection of streaming spam tweets. In our 

evaluation, we found that classifiers’ ability to detect Twitter 

spam reduced when in a near real-world scenario since the 

imbalanced data brings bias. We also identified that Feature 

discretization was an important pre-processes to ML-based 

spam detection. Second, increasing training data only cannot 

bring more benefits to detect Twitter spam after a certain 
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number of training samples. In this paper, we firstly identify the 

“Spam Drift” problem in statistical features based Twitter spam 

detection. 
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